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I. Introduction

There has been considerable discussion about the desirability and implications of 511 traveler information systems having the ability to transfer true emergency calls made to 511 in error.  In order to implement this call transfer requires that certain capabilities exist within the 511 system.  This paper will define how such a call could be transferred; the technical and cost implications of this implementation; and the potential legal issues that might be involved. 

II. Summary

The transfer of 511 calls to 911 is not a difficult technical problem.  However, there are legal issues that must be overcome in the areas of liability protection for the 511 center operator, and privacy considerations.  There is no question that a 511 center that implements the ability to transfer calls to 911 will incur liability for the successful completion of that call.  Even if the center only recommends that the caller hang up and dial 911, there is potential liability.  It is clear that state and local governments that wish to explore this transfer must seek legal council to examine the local laws pertaining to their liability exposure, and the local laws governing the use of caller identification information from the landline carriers for 911 purposes.  The wireless carriers are governed by a different set of laws and in general view that caller location is private information not available to anyone but a 911 center.  Therefore, it will be a challenge to obtain the callers location from the wireless carriers to enable the transfer to 911.

To effect the transfer, the telephone equipment in the 511 center must be upgraded to perform the necessary functions.  In addition, the 511 center must have three special lines to support the transfer, usually leased from the local wireline carrier.  The cost for these features is estimated to be a one-time charge of about $150,000.  In addition, there will be monthly charges of about $15,000 plus a charge of about $0.40 per emergency call to be transferred.  

The task force attempted to determine how frequently such erroneous calls might be received by a 511 call center.   However, there is no data from the other N11 (211, 311, 411, 611, 711, and 811) numbers that would indicate how many people might dial 511 when intending to dial 911.  Further, no other N11 service currently routes misdialed calls to 911.  Should the subject of transferring errant 911 calls arise, this document will provide a starting place for that discussion.

III. The Problem
A concern has been voiced that there will be times when a caller intending to call 911 will inadvertently call 511.  The 911 community has done an excellent job of educating the public.  Their recent “Report Card To The Nation” indicates that 99% of the public understands what 911 is intended for.  However, it will take time for the 511 community to reach a similar level of awareness with the public.  

However, it is unclear how many errant calls might be captured by a model 511 system.  There is not a reliable source of empirical data that would support a finding that the calls would be substantial, or that the calls would be negligible.  The lack of this data then, suggests that planners of 511 systems should not assume that there will be a large volume of calls to 511 that should have been placed to 911, no historical data currently exists that suggest this to be the case.  There is a foreseeable possibility however, that there will be some degree of misplaced calls to 511 that should be placed into the 911 system.

IV. Legal Issues

The subjects of legal liability and privacy with regard to the processing of emergency calls to 911 have been the subject of much debate and legislation over the past several years.  These are legitimate legal questions.  

When any agency begins to contemplate the inclusion of the ability to transfer a call made to 511 to a 911 center, they must ask these legal questions with regard to their local laws.
The Coalition has conducted a legal analysis of these issues, which is attachment 1 to this report.  That analysis confirmed that State laws differ on this subject.  However, the essence of that report concludes the following:

· Liability - Anytime a 511 center chooses to accept the responsibility to offer the ability to reach an emergency 911 system, the 511 center incurs some liability risk, whether the approach is transferring a call, or merely telling the caller to hang up and dial 911.  It is fairly clear that the State and Federal laws that indemnify telecommunications carriers, both wireline and wireless, and 911 call centers, do not apply to 511 centers whether operated by a public agency or a private company.  However, most states have some form of Sovereign Immunity laws that protect government agencies.  Whether these laws would apply to a 511 center would have to be determined by each individual State.

· Privacy - Privacy concerns center on the ability of a 511 center to receive the data from a carrier identifying the caller.  This issue is the subject of ongoing debate and legislative action.   In order to transfer a call to a 911 center, the carrier must provide the callers identification number.  While it is technically feasible for the carrier to provide this information, they will be hesitant to do so because of privacy concerns and other State legal considerations.  Accordingly, wireline carriers will want clear direction from state government as to what information they may provide a 511 center.  The wireless carriers operate under different privacy laws.  Federal laws govern their actions with respect to caller identification and location. While it is likely that the wireless carriers could legally provide caller identification information to a 511 call center, Federal law would appear to prohibit wireless carriers from providing caller location (Automatic Location Identification – ALI) information without a callers express permission.  Some wireless carriers have extended that position to include caller identification. (Automatic Number Identification - ANI)

Therefore, any 511 center that wishes to provide the transfer of emergency calls to a 911 center will have to check their state laws governing 911 centers, and negotiate with the carriers, wireline and wireless, in the region to determine their willingness to provide the required information and any legal limitations.

V. 511 Call Processing

In order to determine the implications of transferring a call, it is first necessary to understand how any call, and in particular a 511 call, will be processed by the local carrier.

When you lift the receiver of your telephone you are asking to make a call.  The carrier's “Central Office” (CO) in your area responds by giving you a dial tone.  By giving you the dial tone the “system” now knows who you are. You are identified by an Automatic Number Identification (ANI).  Knowing who originated the call and the number called is necessary for billing purposes, and that protected information stays in the CO serving your area.  You now dial a number; 3 digits for area code; 3 digits for the exchange; and 4 digits for the line number.  These 10 digits tell the telephone network how to route your call to its destination. 
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The initial step in this routing takes place at the CO in your area. (There are many central offices in any metropolitan area, and each CO serves a large number of telephone lines within a local area.  In the San Francisco bay area there are 100 central offices serving 6 million people.) The CO recognizes the 10 digits you dialed, and sends them to a switching center, that decodes the number and routes it to another Central Office in the vicinity of the location of the number you dialed.  That CO now rings the number that was called. 

A 511 call follows the same process except for one additional step. (See Figure 1) Having dialed only three digits, 511, the CO does not know how to route the call. Therefore, there has to be a decision as to what 511 means.  Some places may choose to use a local 10-digit number, or a toll-free number, that will be translated for 511 at the CO, allowing the CO to know where the call must go.  Therefore, every CO in a metropolitan area, or state, must have some logic within the CO to determine how a 511 call originating in its area must be routed.

VI. 911 Call Processing

A 911 call goes through a similar process, but again, with a variation. (See Figure 2)  When the CO receives a 911 call, the CO sends the call along with the ANI code to a special 911 switch, or router, housed in another facility, known as a Tandem office.  One 911 router facility will usually serve a number of COs.  However, within a large metropolitan area, or State, there may be several 911 routers.  This 911 router accesses a separate database to determine the appropriate 911 call center (Public Service Answering Point – PSAP) serving that callers location, which is identified by the ANI.  The 911 router receives the routing information back from the database and routes the call to the appropriate 911 call center, or PSAP.  
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Once the 911 call is received within the PSAP, special equipment in the 911 center accesses the address database using the originating caller’s ANI to retrieve the caller’s location and display it on the answer point equipment.  This database has the street address of every telephone in the area.  The ANI tells the database the address of the caller.  In addition, the database has a list of all 911 call centers matched up with addresses, so that the correct local 911 center is answering the call.  This database is maintained and provided to the carriers and PSAPs by a private company.

The 911 process demands things above and beyond a normal call.  First the ANI number must be passed along the process to be used to identify the PSAP and callers address.  Second, the carriers have installed special 911 routers to route the 911 call.   Third, a separate database must be queried to determine the routing of the call to the proper 911 center. And lastly, the address of the caller must be accessed once the call is received at the PSAP. 

VII. Transferring 511 Calls To 911

The transportation 511 call center will be either an automated center that plays back recorded information based upon prompts by the caller, or the center will have a live operator answering the call.  In either case, the 511 center will likely have the ability to transfer a call to allow the transfer to a transit call center, since most transit agencies have their own manned call center for their customers.

Consider first the 511 center with an operator answering the call.  It is assumed that the caller has dialed 511 intending to dial 911.  Further, it is assumed that the caller may be injured preventing them from hanging up and dialing another number, 911.

To make an effective transfer of such a call requires several additional capabilities within the 511 call center.  The 511 center must not only transfer the call, but also be able to pass along the caller’s identification, ANI.

The first step in this process occurs when the CO receives the 511 call. (Figure 3) That CO must know where to route the 511 call, as before, but now it must also be able to pass to the 511 center the ANI number of the caller. (Recall, the ANI number identifies where the call originates.)  This implies that the carrier must now have a special line to the 511 center to send the ANI data.

When the call reaches the 511 center, the center will likely have a PBX (Private Branch Exchange) to receive the call and route it to the operator.  This PBX must have the added capability of receiving and storing the ANI information that is sent over the special line from the carrier.

When the operator determines that the call was actually meant for 911, the operator initiates the transfer.  Upon this initiation, the PBX queries a database. (The same database queried by the 911 router and the 911 center in the previous discussion.)   The PBX sends the ANI information to the database and the database responds with the identification of the 911 router that would be serving the location of the caller. (Remember, there are usually several routers serving a Metropolitan area or State.)  This ANI and routing data must be transmitted over a special line to and from the private supplier of the data base.

The PBX now has the information to transfer the call to the correct 911 router.  The ANI information is now sent to the carrier’s 911 router, which proceeds as with a normal 911 call. 

The additional equipment needed by the 511 center is:

1. A more complex PBX to be able to accept and pass on ANI, query the data base, and transfer the call to the appropriate 911 router.

2. A special line to the carrier to receive ANI data and a line to the carriers 911 router.

3. A special line to the data base supplier.
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Automated 511 Call Center

Obviously, if a 511 call center is automated and still wishes to offer assistance for an errant emergency call, the only alternative is to include in the top menu the statement “If this is an emergency, hang up and call 911”.  By using this message, the 511 call center has accepted some responsibility for the emergency call.  Therefore, the 511 center is accepting some liability risk, albeit less than actually transferring the call.  Again, the state or local government must consult with their legal counsel to determine the level of risk, and the applicable state laws regarding liability protection.

Estimated Cost

Having defined the requirements for achieving the transfer of a call to the appropriate 911 center, what remains is to estimate the cost to do so.

As defined above, the costs are associated with the PBX, dedicated lines to the carriers, dedicated lines to the database, and data from the data base.

1. To alter the PBX to allow the reception and transfer of the ANI data will cost about $150,000 nonrecurring.

2. The recurring monthly charge for the three special lines will be in the range of $15,000 per month or about $180,000 per year. 

3. There will be a charge to access the data base of about $0.40 per call.  However, since the number of these calls are expected to be small, this charge will likely be insignificant compared to the others.

These costs will be the result of a negotiation between the 511 call center and the local wireline carriers and will vary from region to region.  The negotiation with wireless carriers will require a different approach, since they must be convinced that it is legal for them to provide ALI data.

VIII. Conclusion

While it is technically feasible to transfer a call made to 511 to a 911 call center, there are a number of key issues that must be considered before proceeding down that path.  

Any region considering this capability must research the liability and privacy issues associated with 911 call processing.  The liability protection currently offered the telecommunications industry and 911 call center operators does not apply to transportation agencies or their contractors.  Thus, each state and region should consider these issues.  The actual implementation of the transfer of calls is technically straightforward.   There would be both non-recurring and recurring costs to the implementer of this capability.
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We are informed that those implementing 511 traveler information services are considering whether or not to provide a telephone “link” from the 511 call center to local emergency authorities.  You have asked us to provide an analysis of the liability and privacy issues that may be implicated by such a link and suggest what steps 511 implementers should consider as they determine whether or not – and how – to create such a “link.”


This memorandum is not intended to be an exhaustive analysis of all the discrete issues and relevant state and federal laws that may apply, but should be viewed instead as a starting point.  Individual state laws on liability protections, for example, may vary significantly or not exist in certain states.  Moreover, the characteristics of individual 511 deployments will likely also vary significantly.  511 implementers, therefore, are encouraged to conduct their own, independent analysis of these and other implicated issues to determine how best to implement a “link.”


This memorandum consists of two sections.  The first examines those liability issues and potential laws or legal doctrines that may provide some immunity to 511 implementers.  Discussed topics include a sample of state immunity laws for 911 emergency telephone networks, sovereign or governmental immunity and contract immunity.  The second part looks at privacy issues and restrictions that may limit the type of information a 511 call center may be able to provide to a 911 emergency operator where a 511 call is transferred.  Topics discussed here include the availability of Automatic Numbering Information, federal restrictions on the ability of wireless carriers to provide call location information and the relationship to the Federal Communications Commission’s wireless “Enhanced” 911 requirements.  Again, this analysis is not intended to be exhaustive.  511 implementers and others should consider conducting their own individual review.

I.
Liability

511 operators, both public and private, are concerned that they could face potential liability if, for example, a call transferred to a public safety answering point (“PSAPs”), the facilities that answer 911 calls for emergency assistance, is dropped during the transfer or the call is directed to a PSAP located further from the caller than another PSAP.  Under these or similar scenarios, a caller needing emergency assistance could suffer an aggravated injury or, at worst, death if the 511 call center fails to transfer the call properly.  


Although the scope of this memorandum did not encompass a 50-state survey of existing state immunity provisions, for those states we did review it is unlikely that such laws would shield 511 call centers from potential liability associated with transferring calls to the 911 emergency telephone network.  These existing statutes, however, would likely provide immunity to the Public Service Answering Points (“PSAPs”), which answer 911 calls and would also receive any transfers from a 511 call center.  If state law recognizes the legal doctrine of sovereign immunity or governmental immunity, this may be a liability defense available to 511 implementers.  However, not all states recognize this doctrine.  How a 511 system is designed and who operates it may also affect whether sovereign or governmental immunity is applicable.  Finally, parties may allocate or disclaim liability risks by contract.  This mechanism, however, may not be applicable for 511 call centers as they are not expected to negotiate individual service contracts with callers.

A.
Statutory Limitations on Liability
As the landline 911 system developed over the past three decades, landline carriers sought and received liability protection in return for transmitting 911 emergency calls.  These immunity provisions were enacted at the state level in legislation, court decisions and tariffs filed with state public utilities commissions.  For example until 1998, Florida had the following state law on the books:

INDEMNIFICATION AND LIMITATION OF LIABILITY – All local governments are authorized to undertake to indemnify the telephone company [only the landline operator] against liability in accordance with the telephone company’s lawfully filed tariffs.  Regardless of any indemnification agreement, the telephone company shall not be liable for damages resulting from or in connection with “911” service or identification of the telephone number, address, or name associated with any person access “911” service, unless the telephone company acted with malicious purpose or in a manner exhibiting wanton and willful disregard of human rights, safety, or property in providing such services.

(Fla. Stat. Ch. 365.171(14) (1997))  In 1998, the Florida legislature added a reference to “commercial mobile radio services,” the formal FCC designation for wireless carriers.


Ohio state law also includes immunity provisions for transmitting 911 calls.  The provisions provides in relevant part:

A telephone company … and their respective officers, directors, employees, agents, and suppliers are not liable in damages in a civil action for injuries, death, or loss to persons or property incurred by any person resulting from such an entity’s or its officers’, directors’, employees’, agents, or suppliers’ participation in a 9-1-1 system….

(Ohio Rev. Code § 4931.49(C) (2000 Supplement))  

A sample of other state laws evidences similar immunity language for carriers, their employees, vendors and agents in the establishment and provision of 911 services.  (See, e.g., 50 Illinois Compiled Statutes §§  750/15.1 and 750/50; Maryland Governor Code § 18-106(c); Minnesota Statutes § 403.14; Oregon Revised Statutes § 401.715; Washington Revised Code § 38.52.550)  Some states provide an exception from immunity for “willful or wanton misconduct” or where the 911 personnel knew or had a reason to know that their actions, or failure to act, created both an unreasonable risk of injury to others as well as a high probability that “substantial” harm would result.  (See, e.g., Arizona Revised Statutes § 12-713)


The scope of this analysis did not include a 50-state survey of all state immunity laws applicable to 911 emergency telephone networks.  Of the several states we reviewed, some type of liability protection is offered to landline, and, in some instances, wireless carriers.  It is not known if such laws exist in all 50 states.  Where they exist, there is a question of whether these state laws would also similarly shield 511 call centers.  Given our understanding of current models for 511 deployments, they would not appear to qualify for these immunity provisions.  511 operators are not expected to provide wireless telecommunications services themselves, but, rather, be customers of both landline and wireless carriers.  Nor are they thought to be vendors or agents of carriers.


The immunity language in the applicable Arizona statute includes arguably the broadest language.  It reads in relevant part:

A person, private entity, public entity or any of their employees who are involved in developing, operating, implementing or participating in a 911 emergency telephone system or a similar emergency dispatch system is not liable for civil damages that result from an act or omission in connection with developing, operating, implementing or participating in a 911 emergency telephone system or a similar emergency system….

(Ariz. Rev. Stat. Ann. § 12-713)  It may be possible to claim that by transferring calls to 911 emergency operators, a 511 call center would qualify as “participating” in the 911 emergency telephone system in Arizona or in a similar emergency dispatch system.”  Thus, civil liability might be precluded for negligent errors or omissions.  We do not believe that this claim under Arizona law has been tested to date.

In order to encourage the development of so-called “Enhanced 911” for wireless services, Congress in 1999 included a provision in the Wireless Communications and Public Safety Act (“WCPSA”) that creates “parity of protection” for wireless carriers at least equal to landline operators when transmitting 911 calls.  Previously, except for a few states, such as Florida as noted above, these immunity provisions applied only to landline carriers.  The specific provision in WCPSA provides:

Sec. 4.  PARITY OF PROTECTION FOR PROVISION OF USE OF 

             WIRELESS SERVICE.

(a)  PROVIDER PARITY – A wireless carrier, and its officers, directors, employees, vendors, and agents, shall have immunity or other protection from liability in a State of a scope and extent that is not less than the scope and extent of immunity or other protection from liability that any local exchange company, and its officers, directors, employees, vendors, and agents, have under Federal and State law (whether through statute, judicial decision, tariffs filed by such local exchange company, or otherwise) applicable in such State, including in connection with an act or omission involving the release to a PSAP, emergency medical service provider or emergency dispatch provider, public safety, fire service or law enforcement official, or hospital emergency or trauma care facility of subscriber information related to emergency calls or emergency services.

(WCPSA § 4(a), codified at 47 U.S.C. § 615a)  WCPSA also includes similar provisions granting minimum “parity of protection” to persons using wireless 911 service as well as PSAPs receiving such calls.  (WCPSA § 4(b) and (c))  

The identified parties listed in WCPSA § 4(a) – wireless carrier, its officers, directors, employees, vendors and agents – are consistent with the state laws reviewed in this study.  Therefore, the protections found in this federal law would also appear not to reach a 511 call center.

2.
Sovereign and Governmental Immunity
While it would not appear that existing federal and state immunity laws would shield 511 call centers, there may be another basis of asserting immunity.  Many of the 511 call centers, especially the initial deployments, will be organized and managed by governmental entities, most likely by state departments of transportation (“state DOTs”).  Other subordinate or related government bodies, such as counties, cities, regional government authorities, transit agencies, etc., may also be sponsors or participants in 511 call centers.  Because these are government activities, protection from liability may exist on the basis of sovereign or governmental immunity.  


Sovereign or governmental immunity bars a suit in tort against a government in its own courts without its consent.  The underlying policy is that governments should not have to face a lawsuit for every decision or action that it takes.  Sometimes sovereign immunity and governmental immunity are distinguished.  Sovereign immunity refers to the immunity of the state; governmental immunity refers to immunity of the state’s political subdivisions.  Public entities that may receive immunity under either title include state governments, municipal corporations, cities, towns, state departments of transportation, transportation authorities, schools, and universities.  This list is not exhaustive.  Most often sovereign immunity will bar a suit alleging some negligent action by the government that results in harming someone.  Intentional torts, such as fraud, assault, excessive force, false arrest, etc., by the government typically do not qualify for immunity.

The ability of a government to invoke sovereign immunity depends on the nature of the act or function alleged to have caused the injury.  A government’s activities, for example, under its traditional police powers for the protection and safety of the public normally qualify for immunity.  If the acts in question, however, are “proprietary” or “private” in nature, then sovereign immunity would not be available.  Where the government, for example, earns a profit from an activity, this is a strong but not conclusive indicator that it is of a “private” nature.  A governmental activity that substitutes for or supplements a traditionally private enterprise cannot qualify for sovereign immunity.


It has been consistently held that regulating traffic and operating a communications center for processing emergency communications are protected government activities.  In contrast, most courts have held that a governmental body that operates a subway or bus system does not qualify for immunity from tort liability on the basis of sovereign immunity.  The reason for this conclusion is that the public operator assumes the role of a common carrier and, therefore, has a duty to use reasonable care, just as a private operator would, in the operation of its system and vehicles and in the supervision of its employees and passengers.


There are some states that have abolished sovereign immunity by consenting in statute to being sued for certain types of tort actions.  State legislatures may also assert in law special immunity protections for discrete governmental activities.  For example, the Ohio code provision discussed above, Ohio Rev. Code § 4391.49(A), grants immunity to the state and its agencies and political subdivisions for their activities related to the establishment of a 911 system in Ohio.  However, this protection does not extend to where the state government or its employees act with “willful or wanton misconduct.”

In some states where sovereign immunity or governmental immunity is not recognized, courts have created a common law defense for governments called the “public duty doctrine.”  While very similar to sovereign immunity, this doctrine holds that a government and its agents act for the benefit of the general public and not for a particular individual.  Consequently, negligence actions alleging a specific harm to an individual against a government or its employees cannot be based on a breach of this general duty owed to the public.


There is an important exception to the public duty doctrine that will allow an injured party to bring a tort action alleging negligence by a governmental body.  This exception is called the “special duty rule,” which provides that if there is a “special relationship” between an individual and the government, it may be reasonable to impose a duty on the government to protect a specific individual from an identified harm.  In other words, where the government has voluntarily assumed a duty to protect and benefit a specific person, who is therefore justified in relying on the government to perform that duty in a reasonable manner.  By establishing a special relationship, the duty element of a negligence cause of action is automatically established.  (The other elements of a negligence suit are a violation of that duty that caused a foreseeable injury to someone or something.)


Some courts have held, for example, that the police can be found liable for a failure to respond to a 911 call for emergency help.  Several elements must be present for the “special relationship” exception to apply.  First, the police, who are government employees, must become aware of an individuals’ particular situation.  Second, they must acquire knowledge of the potential for a particular harm to occur to that individual.  And, third, they voluntarily assume a duty to protect the individual from the resulting harm.  There must also be reliance by the injured party that the police had been dispatched and would arrive, and that the resulting harm was foreseeable.  In cases where the police were found liable for the suffered injuries, the caller to 911 was told that the police were dispatched but, in fact, they were not or the police ignored the dispatch or the response was negligently delayed.  Conversely, there have been some courts that have extended immunity to the police in this situation, holding instead that the operation of a 911 system qualifies as a governmental function.  


Sovereign immunity will protect individual employees or agents of a government where the employee or agent acted within the scope of his or her authority or was acting in an official capacity, except where the employee or agent engages in unauthorized or unlawful activities or commits an intentional tort.  Gross negligence or wanton misconduct by the government and/or its employees, agents, etc., may also vitiate a sovereign immunity or government immunity defense in some states.

As a general rule, one who contracts with an independent contractor cannot be held liable for the acts or omissions of a hired independent contractor.  This rule also applies where the hiring party is a governmental entity.  Like others who hire an independent contractor, governments can be held liable for negligently selecting an independent contractor.  If, however, the government retains sufficient control over the independent contractor’s activities, liability may still lie with the governmental entity.  Sovereign immunity or governmental immunity also cannot be extended to independent contractors for negligent or willful acts or omissions by the contractor.  These rules would likely apply, for example, if a state DOT were to hire a private company to manage and operate its 511 call center.

We are informed, however, that 511 call centers will likely be organized, managed and funded by state governments, usually a state DOT.  As noted above, the regulation of traffic is considered a traditional governmental activity that qualifies for immunity.  It would appear, therefore, that a state department of transportation could assert that its sovereign immunity reaches those activities associated with a 511 call center, including providing a link to the 911 emergency telephone system.  To date, we do not believe that this assertion has yet to be tested.  

In the several states reviewed, there also does not appear to be any requirement that a state DOT must provide a link to 911 from its 511 call center.  If a state does decide to do so, however, it may create a “special relationship” with a caller needing emergency assistance such that an error or failure to act in the transferring of the call could expose the 511 call center to liability, as described above.  State DOTs considering such a “link” should review whether their state’s laws or courts recognize this “special relationship” exception.  


The applicability of sovereign or governmental immunity would also appear to apply regardless of whether the 511 call center utilizes live operators or an automatic answering service.  As in any other analysis of whether immunity may apply to a particular government function or activity, the critical questions are on the nature of that function or activity and the standard of the government’s performance.  

3.
Contracts Assigning Liability

It is often the case in contracts between private parties that one party agrees to protect the other party from potential liability risks.  This is called indemnification.  Moreover, parties may also agree to limit their liability exposure by disclaiming any warranties or performance guarantees.  There may also be provisions that provide for specified financial or types of available damages, called “liquidated damages” if the terms of the contract are not satisfied.

Providers of “telematics” services for vehicles, such as OnStar, use all of these types of provisions in their subscriber contract to limit the company’s liability exposure.  OnStar and its competitors provide information and other services to paying subscribers for directions, news, traffic updates, vehicle diagnostics, etc.  These services also include an “SOS” or emergency communications function whereby the telematics operator will connect a subscriber in need of emergency assistance with the local PSAP.  

The subscriber contract is carefully written to limit the potential liability of the telematics provider in cases of a dropped call, insufficient wireless coverage or a failure by emergency authorities to respond in a timely manner.  For example, the OnStar Subscription Service Agreement (available at www.onstar.com), specifically states that availability of its service is limited by the coverage and technical limitations of the wireless carriers providing the communications links.  Regarding its contacting of PSAPs, the agreement provides: “OnStar acts as a communications link between you and existing governmental emergency and roadside service providers.  OnStar will use reasonable efforts to contact the appropriate service providers and request assistance, but cannot promise that they will respond in a timely manner or at all.”
  (Section 1 of OnStar Subscription Service Agreement)  OnStar also disclaims any warranties regarding its services, especially those provided through third parties such as wireless carriers, as well as the accuracy of provided information.  (Section 9 of OnStar Subscription Service Agreement)

The subscriber also agrees to several limitations of liability on behalf of OnStar and its service providers.  For example, the subscriber agrees not to hold OnStar liable for errors or omissions by third parties, such as by emergency authorities.  (Section 10a of OnStar Subscription Service Agreement)  Any claims for damages are limited to the amount of charges for the period of the affected service.  (Section 10b of OnStar Subscription Service Agreement)  The subscriber also agrees to “indemnify and hold harmless” OnStar for any losses, expenses, injuries (including death), or other damages caused by OnStar, its employees and third party providers except where caused by gross negligence or willful misconduct.  (Section 10d of OnStar Subscription Service Agreement)

Because telematics services, such as those provided by OnStar, are offered on a subscription basis pursuant to a contract, it is possible to include provisions that seek to limit and assign potential liability between the parties.  However, this telematics model is not directly applicable for 511.  The majority of callers to 511 are not expected to have a separate agreement for the services with the state DOT or other governmental entity.  Rather, the 511 services will be provided to all as a public service.  Potential “concierge” or “premium” services, which may include value-added services, could be based on a subscription model.  In this case, the language from the OnStar Subscription Service Agreement discussed above may be relevant.

II.
Privacy

The second legal issue implicated by “linking” 511 call centers to 911 is privacy.  PSAPs rely on certain information transmitted with every call in order to determine the telephone number and location of callers to 911.  Any attempt by a 511 call center to connect a caller to the 911 emergency telephone network should include with it this critical identification information.  Without such information, the PSAPs would have difficulty locating the caller and 511 call centers run the risk of contacting the wrong PSAP.  While it does not appear that carriers would be precluded from providing at least basic call identification information, some carriers may insist that they be granted authority by individual state governments to provide such information to a 511 call center.

There are also federal restrictions on the type of call location information wireless carriers may provide to third parties in non-emergencies absent prior consent from the caller.  While these restrictions would appear to prevent wireless carriers from providing the more detailed location information mandated for wireless “Enhanced” 911, these carriers should be able to transmit cell site and/or Mobile Switching Center information about their networks to a 511 call center for transmission to a PSAP if relevant.  

A.
Automatic Number Information and Privacy

An integral feature of the landline 911 system is that PSAPs receive identification information about each 911 call so that they can identify the caller’s phone number, to call back in case the call is dropped, and to identify their address based on that phone number.  This is called “Enhanced 911.”  Every call that is made via the public switched telephone network (“PSTN”) carries with it certain identification information about the originating caller and carrier throughout the PSTN until the call reaches its termination point.  This identification information is called Automatic Number Information (“ANI”).  ANI is used by the carriers to route the call and to bill the caller for the cost of transmission.  Also included in ANI is the phone number of the originating caller.  ANI is made available to PSAPs and is the basis by which the phone number and location, at least for landline calls, of a caller to 911 is determined.  


ANI is also the basis for the consumer service termed, “Caller ID.”  The FCC’s technical name for Caller ID is Calling Party Number (“CPN”).  Caller ID enables the person receiving a call to have displayed, via the correct equipment, the phone number of the originating phone.  In order to protect the privacy of the calling party, landline carriers are required to make available to callers the ability to block on a per call basis the terminating party from reading the phone number of the originating phone.  The phone number of the originating phone actually travels with the transmission through the PSTN until the final Central Office before the terminating party.  (Modern telephone networks utilizing Common Channel Signaling System 7 (“SS7”) can more easily and cheaply transmit CPN and any privacy “indicators” from the originating caller so that the CPN be blocked from the terminating party.  Carriers may not charge each other for carriage of CPN and any associated privacy indicators.)

The Commission concluded, however, that there were no privacy concerns associated with providing ANI information and the CPN service to emergency service providers, such as police, poison control and 911 emergency call centers.  In other words, landline carriers are required to provide ANI to PSAPs regardless of whether or not the calling party wishes to have such information available to a non-emergency terminating party.  In all other instances, the carriers can only pass along ANI only with the blocking capability.  

The Commission also decided that certain business customers that utilize ANI, such as 800, 900 and other business subscribers who pay for the transmission of the call, be able to continue to use ANI.  (OnStar utilizes ANI and related call information in the provision of its services.)  At the same time, the Commission prohibited 800, 900 and other business subscribers from reusing or reselling ANI absent affirmative subscriber consent.  ANI can continue to be used for call management and routing functions.  (See In the Matter of Rules and Policies Regarding Calling Number Identification Services – Caller ID, Report and Order and Further Notice of Proposed Rulemaking, 9 FCC Rcd 1764 (1994))  


Looking at the possible architecture for “linking” 511 to PSAPs, if an emergency call is received by a 511 call center, one option would be for the operator simply to forward the call by dialing “911.”  Even if the originating caller’s ANI is transmitted to the 511 call center, forwarding the emergency call would transmit the ANI of the 511 call center, not of the originating caller.  Thus, the PSAP would receive incorrect information as to the phone number and location of the originating caller because it would not have his or her ANI but that of the 511 call center.  This poses a risk that the wrong PSAP would be contacted.


If, in contrast, the 511 call center would be able to “read” and pass along the originating caller’s ANI to the E911 network, the responding PSAP would more likely be the right one based on the originating caller’s location, and the PSAP would have the correct ANI it needs to respond.  It is also the case that ANI would be needed by the 511 call center in order to provide premium, value-added information specifically requested by the caller.  The call center would know who is calling, whether that person has signed up for premium services and could be billed accordingly.  


In order to access ANI and/or its CPN, 511 operators will need to approach their local telecommunications carriers.  While it would appear that, at least on a technical basis, ANI and/or CPN can be transmitted to a 511 call center, the carriers will be hesitant to do so without authority provided to them by state government.  911 emergency networks are created and operate pursuant to state statutes and rules.  Accordingly, the carriers will likely want clear direction from state government as to what information they are required to provide to a 511 call center and how it is to be utilized before making such information available.  The carriers will also likely charge a 511 call center to provide ANI and/or CPN.  For example, the City of Chicago wanted to receive ANI information as well as certain location information for its 311 non-emergency police network.  In order to do so, the city went to the state legislature in order to change the Illinois 911 laws to gain access to the carrier’s ANI, etc.  This effort resulted in new enabling legislation that is now law in Illinois.  (50 Illinois Compiled Statutes § 750/10.1 (2001))

B.
Wireless Communications Public Safety Act and Privacy Restrictions


In 1999, Congress enacted the Wireless Public Safety Act of 1999 (“WCPSA”) to address issues of improving access to 911 emergency services.  WCPSA included a provision designating “911” as the national emergency access number.  In addition, as discussed above, WCPSA extend “parity of protection” to wireless carriers, callers to 911 and PSAPs for emergency calls made from wireless phones.  WCPSA also included a provision that restricts the ability of wireless carriers to provide the location of their callers to third parties except if the caller gives his or her prior consent to be located or the caller dials 911 for emergency assistance.


Section 5 of WCPSA (codified in various subparts of 47 U.S.C. § 222) amends the provisions related to Customer Proprietary Network Information (“CPNI”).  CPNI is information a carrier, landline or wireless, collects about its customers in order to provide the requested telecommunications service.  Specifically, CPNI includes information related to the quantity, technical requirements, type, destination, location and amount of use of a telecommunication service utilized by a carrier’s customers, as well as billing information.  While similar, CPNI is considered distinct from ANI.  Because CPNI includes information “extremely personal” to customers, Section 222 imposes on carriers a requirement that they protect the confidentiality of CPNI they collect about their customers.  


WCPSA amended Section 222 to include wireless call location information
 provided through wireless telephones within the ambit of the carriers’ duty of confidentiality.  It also added three specific exceptions whereby a carrier may release wireless call location information to third parties.  First, such information may be released to emergency authorities, such as when a wireless phone subscribers dials 911.  Second, such information may be released for use in the operation of an “automatic crash notification” system on a vehicle.  And, third, location information may be released to non-emergency third parties only upon the express prior authorization of the customer.  The third exception is an example of the so-called “opt-in” approach to customer consent.  Currently, the FCC is considering a proceeding to define “customer consent” for purposes of CPNI.  The Cellular Telecommunications & Internet Association has also petitioned the Commission for the adoption of a national set of location privacy principles.  


It is important to note that the CPNI confidentiality rules, including for location information, apply only to telecommunications carriers, both landline and wireless.  In July 2001, Senator John Edwards (D-NC) introduced a bill (S. 1164), entitled the “Location Privacy Protection Act of 2001,” that would extend the CPNI privacy rules to all providers of location-based services and not just wireless carriers.  In other words, these non-carriers would also have to obtain prior customer consent before locating a wireless caller for a non-emergency purpose.  S. 1164 is currently before the Senate Committee on Commerce, Science and Transportation.

C.
Wireless “Enhanced” 911 and Automatic Location Identification

Wireless carriers are under an FCC mandate to implement so-called “Enhanced” 911 technology in order to provide the location of callers to PSAPs from wireless phones dialing 911.  The FCC imposed this requirement in order to solve the problem that emergency officials could not locate wireless 911 callers.  Approximately half of all calls placed to 911 are now from wireless phones, especially from moving vehicles.  In contrast to landline 911 calls, emergency operators have no way of knowing the location of a wireless caller unless the caller knows and can say so.  As a result, it takes significantly more time for police, fire and medical authorities to reach the scene of an accident, which can result in a greater likelihood of more severe injuries or death.


In 1996, the FCC established a two-phase implementation plan for wireless Enhanced 911.  The first phase (“Phase I”) required wireless carriers to provide to emergency operators by April 1, 1998 the telephone number of wireless 911 callers and the location of the nearest cell site or base station receiving the 911 calls.  In other words, Phase I deployment includes ANI as part of the wireless carriers’ transmission of calls from wireless phones.  Some carriers, however, some carriers lack the technical ability to pass it on to a third party.  Phase II, which was to have been in place by October 1, 2001, required the carriers to provide emergency operators with the location (by latitude and longitude coordinates from which a street address can be determined) of the 911 caller within a minimum distance and reliability.  These abilities are expected to improve over time.  This Phase II location information is termed Automatic Location Identification (“ALI”) and can be provided through enhancements to a carrier’s network or through adding Global Positioning Satellite (“GPS”) capabilities to wireless phones.  The Commission did not impose either, or yet another, technical solution, but permitted each carrier to develop its own plans for how to comply.  


None of the affected wireless carriers were able to meet the Phase II deployment schedule.  The majority of wireless carriers, including national and smaller, local and regional carriers, applied for waiver of the October 1, 2001 Phase II deadline, citing the unavailability of reliable network solutions or GPS-equipped phones.  The FCC granted the waiver requests but imposed strict deployment schedules first coming due in early 2002.  In addition, the final deployment deadline of December 31, 2005, which requires that 95% of all phones comply with the ALI requirement, remains in place.


Because of the confidentiality obligations found in WCPSA, wireless carriers claim that they are prohibited from providing ALI to non-emergency third parties, including any 511 call centers, without the caller’s prior consent.  Some wireless carriers have asserted that they cannot provide any call identification information, whether ANI, CPNI, or ALI, to a 511 call center.  Instead, these wireless carriers have taken the public position that, at most, they would direct 511 calls to a statewide call center based on a “pseudo ANI” or cell site location.  In practice, it appears that wireless carriers have routed 511 calls based on cell site location and, alternatively, from the Mobile Switching Center on their network that first receives the 511 call, and not just to a statewide 511 call center but regional or local call centers as instructed by the state DOTs. 


The language in WCPSA is clear: wireless carriers cannot transmit wireless call location information to non-emergency third parties, which would appear to include to 511 call centers, about the location of their callers except with the caller’s prior consent.  This restriction, however, would likely apply only to the latitude and longitude coordinates identified in the FCC’s Phase II deployment order for wireless Enhanced 911.  WCPSA appears not to prohibit the wireless carriers from providing the ANI-type information required under the Phase I requirements to a 511 call center.  However, as discussed above, carriers may be hesitant to provide such information for purposes of connecting a caller to the 911 emergency telephone network without state provided authority.  WCPSA also does not prevent 511 call centers from seeking to obtain location information about callers from non-carrier vendors.  Unless and until Senate Bill 1164 becomes law, WCPSA’s privacy prohibitions apply only to carriers.  

III.
Conclusion

As discussed in this memorandum, 511 operators will necessarily confront questions regarding potential liability risks and privacy restrictions applicable to any “link” of 511 call centers to the 911 emergency telephone network.  511 operators are advised to conduct an independent analysis of their state laws and regulations and discuss with local carriers and PSAPs how such a “link” could best be effectuated.


For further information or questions, please contact Robert Kelly at (202) 626-6216 or rkelly@ssd.com, or Mark Johnson at (202) 626-6265 or majohnson@ssd.com.
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� In order to ensure that it has an accurate listing of PSAPs, OnStar developed and maintains its own database of the location and phones numbers of all PSAPs in the United States.  OnStar has also negotiated individually with many PSAPs to determine how they each want such calls to be received, either through a separate 10-digit number for that PSAP or directly through the 911 emergency telephone network.  It is believed that other telematics providers have created their own similar databases of PSAP contact information.  511 operators wishing to deploy a connection to 911 may also want to discuss with their local PSAPs how best this can be accomplished.





� WCPSA does not specifically define what constitutes “wireless call location information.”  Statements from wireless carriers suggest that they consider its definition to be consistent with the FCC’s Phase II deployment requirements for wireless location information termed Automatic Location Identification (“ALI”), which is discussed in further detail below.
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FIGURE 3 TRANSFERRING A 511 CALL TO 911
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